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THE BATTLE AGAINST SECURITY ATTACKS
By Katina Michael, University of WoJlongong © 2002
THE IMPORTANCE OF
ELECTRONIC
COMMUNICATIONS IN
ORGANISATIONS
Medium-to-large-sized companies are
increasingly using their intranets to
broadcast company-wide messages
and store valuable information.
Employees can choose to view multi-
media-based messages from company
executives, link to the latest product
success stories, download the most
recent technical specifications or refer
to the most up-to-date pricing figures.
Whatever the requirement, organ-
isations have become very reliant
upon electronic intra- and intercom-
munication methods. Whether it is
sending an email with an attachment
to a client, downloading information
from the knowledge management
system (KMS) or placing flies in one
another's public folders, employees
now expect the technological capa-
bilities to be available all the time.
SECURITY THREATS
What happens when the availability
of electronic communication methods
is threatened by external factors such
as security breaches like viruses or
worms?
An organisation's productivity
level can be crippled in an instant
if the right security measures have
not been taken. Employees stop
receiving emails (while clean-up
filters detect and delete the
offending emails), might not be
able to download important files
from the KMS and, even worse,
may realise that every file in their
public folder has been deleted
without warning. In the case of
employees who are about to submit
a response to a multimillion-dollar
tender, this is perhaps the 'point of
no return'. But, of course, it all
depends on the severity of the
problem and the number of hours
or days the 'forced' outage lasts.
Learning from your mistakes
I cannot help but recall the day back
in 1999 when my senior manager
came out of his office waving his
arms in disbelief. 'I've lost every-
thing', he said. Our small depart-
ment ceased work, got up and
huddled around him. 'What do you
mean?', we asked. He kept shaking
his head. 'I made my D drive public
read/write so that the account team
in Sydney could download or
upload whatever they needed to my
computer whenever they needed ...
and now nothing is there!' The
problem was magnified when we
realised that our manager's laptop
had never been set up for automatic
back-ups. He had indeed lost 'every-
thing' and we too slumped in the
knowledge of what this meant for
our team of eight - a few late
nights in desperate recovery of the
files we had permanently lost in
time to meet an upcoming deadline,
although some of us had older
versions of files floating about on
our machines. We decided from that
point onwards to seek a process of
centralising our files on a common
computer that had plenty of storage
space and was backed up daily.
Loss in worker productivity
By late 2000, our company had
invested in a corporate-wide KMS.
Initially, we considered that this
would protect us from viruses and
worms - until Code Red hit in 2001.
By that time the team had success-
fully migrated to using the KMS and
whole projects were successfully
being run on it. Code Red infected
the servers and it took two days for
our operations to get back to
normal. In the meantime, employees
were limited in what they could do
until the servers were restored. I
recall people making lots of cups of
coffee and talking about going
home because they could not do
much without being able to access
the Internet or download files they
needed to complete work. Some
people used the telephone instead
to communicate with peers and
reassessed their strategies while the
problem was being sorted out,
whereas others just took the oppor-
tunity to sort through their desks and
desktops and carry on with minor
administrative tasks or reading.
The impact on small
business
Small businesses are often severely
devastated by breaches in security,
not in terms of scope but in terms
of the havoc that can eventuate
from files that have been corrupted
or lost permanently. Small business
employees are usually the easiest
targets since many are not aware
that some worms can act to com-
pletely destroy their systems.
While many are becoming more
educated about how to protect their
business, there are still some who
are coming to terms with their past
mistakes. I know of one small busi-
ness owner who lost five years
worth of customer contacts because
multiple viruses brought his com-
puter to a complete halt. He had no
back-ups and was in complete shock
when informed by several computer
technicians that there was no way to
retrieve the information from his
hard drive. He spent six months
trying to rebuild the database,
before coming to the realisation that
some of his contacts had been lost
forever.
THE INCREASING
MALICIOUSNESS OF
VIRUSES AND WORMS
What has become apparent is that,
since 1996, security breaches have
increased in their level of attack
and maliciousness." In the past,
the IT department had to combat
simple macro viruses that would
attach themselves to Microsoft files
and become menacing pests. Then
attackers realised that email could
be used to infect many more
people. Not only could employees
unknowingly initiate a virus by
opening an executable file, but the
email would be subsequently sent
to every person in the address book
as well." And it is no longer the
humble desktop that is under fire;
more and more hackers are tar-
geting servers, machines that are
responsible for maintaining net-
work stability. Thus, infection has
moved from a file-to-file problem,
to a computer-to-computer problem,
to a server-to-server problem.
Whole 'systems' are now under fire
and information services security
teams are being tested like never
before.
It has begun to dawn on me that
corporations are not the only
potential victims - the risk of
widespread damage to government
organisations is also high. Once
upon a time we were alerted to the
notion of Defcon 4 in movies like
War Games (1983) that related to
thermonuclear war battles. Today,
we talk about Risk 4 and the poss-
ibility of cyber-terrorism battles.
What about the possibility of a
worm that could permanently
destroy computer systems? Of
course, the infected machine could
be completely stripped of all its
software, including the operating
system, and everything could be
reinstalled (as happened to
machines infected by Code Red).
But what if something worse was
possible - for instance, the ability
to bring down the major data
centres that control international
network traffic flows? This could
have the potential to send normal
day-to-day processes into chaos.
One cannot help but ask whether
or not society has become over-
reliant on technology. It has
become an intrinsic part of life, not
just something we rely on to auto-
mate certain routines.
THE REQUIREMENT FOR A
SECURITY POLICY
Security policies usually only
work well when there is com-
pliance by all individuals within
the corporation. It is no good 90
per cent of the employee base
complying with suggested security
measures against viruses, for
instance, if the other 10 per cent
ignore the procedures. The latter
have the ability to start a virus
that will rapidly spread throughout
the organisation.
The security policy should also
be holistic in nature. You cannot
claim to have any single security
issue under control if you leave the
others unchecked for a time. That
is like accidentally locking your
keys in your car and leaving them
dangling from the ignition. There is
a chance that no one may see
them, but there is also a chance
that someone will be tempted to
break in and drive off with a
minimal amount of effort.
Some information services teams
are now becoming very strict with
their requirements. Machines that
are detected as being unprotected
from standard anti-virus software,
for instance, may be removed from
the network without consultation,
and individual access privileges
may be reinstated only when the
appropriate measures have been
taken and subsequent clearance has
been given by information services.
In addition, organisations can use
email filters to detect and delete
viruses before they are executed.
Personal desktop firewall programs
can also be applied to minimise
attacks. Even relatively simple
measures like password-protecting
public folders and turning off
services that are not required [e.g.
FIP or telnet] can increase a com-
pany's defences. Furthermore, all
employees should be warned not to
open any suspicious email attach-
ments, no matter how big the
temptation is to read something
like Lovel.etter." And, of course,
organisations should always down-
load the latest virus defmitions.
The aftermath
Inevitably, computer viruses and
worms will hit corporations. The
question of what to do after they hit
is critical. Even the most up-to-date
virus protection software will not
curb new or mutated strains that
are continually surfacing all over
the world. When some worms are
breeding on the network, infor-
mation services may seek a
'bandaid solution' to the problem by
applying patch after patch without
completely getting rid of the
problem. In fact, there is something
in this: we are learning to live with
viruses, virus strains and their con-
sequences, just as we have devel-
oped vaccines to prevent deadly
diseases. But there is a chance that
our bodies will get weaker and will
be unable to resist the diseases if
mutated strains eventuate.
End I notes
14. Symantec rates security threats using a risk factor of between one and four, which is based
on the potential harm the threat could cause. Some of the current Risk-4 threats include
W32.Klez.H@mm, W32.Badtrans.B@mm, W32.Nimda.A@mm, W32.Sircam.Worm@mrn
and W95.Hybris.Gen.
15. The Melissa virus that spread in 1999 is an example of a Microsoft Word 97 and Word
2000 macro virus that was propagated via email attachments.
16. LoveLetter is the name of a worm that was spread through email attachments in May
2000.
